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Data Mining

D A T A  S H E E T

An Incident Response-driven Use Case 

MOXFIVE can help your organization quickly understand unstructured data exposure 

during an incident.

Understanding and proactively managing the vast amounts of information that helps 

run your business is a substantial topic that reaches well beyond the CIO’s office.  One 

component of information governance, the need for data mining, can suddenly become 

urgent in the midst of responding to an incident. If the picture that forensic investigators 

are painting includes data exposure, legal counsel will need to understand the specifics 

to help your organization navigate legal and regulatory requirements around notifications. 

In a common scenario, evidence uncovered through forensic investigation indicates that 

the threat actor interacted with certain systems. Sometimes there is also evidence that 

the attacker stole data from those systems. Regardless, with this analysis in hand, the 

victim organization typically needs to answer a key question that is a critical input into the 

notification process: what regulated information was exposed?

If the threat actor targeted only databases and applications, this task would be relatively 

easy, as these IT components tie back to specific sets of data – referred to as “structured 

data.” Often, however, the threat actor interacts with systems, particularly end-user 

workstations and laptops, that likely contain at least some regulated information. A social 

security number stored in a temporary copy of a spreadsheet on an employee’s laptop, 

a bank account number in a local copy of a wire transfer form, an exported spreadsheet 

from a database – these “unstructured data” elements need to be considered as part of 

the company’s response strategy yet are difficult to identify.

Example Scenario

A mid-sized organization in a heavily-regulated industry experienced a ransomware attack 

during which the threat actor downloaded data from servers and workstations. 

• Forensics identified the list of systems that the threat actor accessed and the 

types of data (based on file extensions) that were targeted.

• The client needed to determine what sensitive information, if any, was likely 

exposed.
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MOXFIVE is a specialized technical advisory firm founded to help minimize the business impact of cyber 
attacks. Over the last decade, our team of experts has helped thousands of businesses respond to major 
incidents and saw firsthand that there needed to be a better way for organizations to get the technical expertise 
they need when they need it most. With deep roots in incident response and corporate IT, MOXFIVE Technical 
Advisors strive to be the go-to technical resource for our clients - helping organizations of all types solve their 
most challenging technology-related problems and provide technical expertise at scale.  
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• The one-week timeline for making these determinations was aggressive – sandwiched between the availability 

of definitive output from the forensics team on what systems the attacker touched and looming reporting 

deadlines. 

MOXFIVE delivered the following results:

• MOXFIVE partnered with a leading data expert, whose unique platform was built to handle the challenges of 

mapping unstructured data across an environment. 

• Through this project, MOXFIVE indexed 1,000 systems, including a mixture of servers and end-user systems, 

containing over 24m total files totaling over 15TB, using this proprietary technology.

• MOXFIVE validated the data and created a list of files that contained data subject to notification.

• The results were complete within five days of commencing the inventory – a significant time savings over other, 

manual review intensive approaches that were considered.

MOXFIVE’s Incident Management platform facilitates speed and efficiency by leveraging its Partner Ecosystem of experts to bring 

this data mining capability seamlessly to our clients, providing stakeholders such as executive leadership and outside counsel the 

information they need to make critical and time-sensitive decisions in the later stages of an incident response.


